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Job Title: Head of Cyber Security
Department: Business Services
Grade: Local Managerial Grade 4
Responsible To: Chief Digital Information Officer
Responsible For: Information Security and Governance Manager and Cyber Security Analysts 
Role Purpose:
The Business Services department covers the professional support services that enable all East Sussex County Council’s services to plan, manage and deliver their services to residents.
As Head of Cyber Security, you will set the strategic direction and lead all aspects of cyber security, information security, and information governance across East Sussex County Council.
Acting as the Council’s senior authority for cyber and information assurance, you will be accountable for protecting the confidentiality, integrity and availability of ESCC’s data, systems and digital services, whilst ensuring compliance with statutory information governance obligations.
You will lead the development and delivery of an integrated cyber security and information governance strategy, embedding risk management, assurance, and security/privacy-by-design principles across all services, programmes and partner ecosystems.

A critical dimension of the role will be to support the Council’s transition through Local Government Reorganisation (LGR), working collaboratively with District and Borough partners to develop aligned, scalable and secure approaches to cyber security and information governance. You will help enable trusted data sharing and secure service integration across organisational boundaries.
As a member of the IT & Digital Senior Leadership Team, you will ensure cyber security and information governance are embedded as core enablers of resilient, trusted and efficient public services.
Key Tasks
1. Set strategic direction for cyber security and information governance, translating corporate priorities and risk appetite into a clear multi-year roadmap.
2. Provide corporate leadership on cyber and information risk, ensuring a consistent, evidence-based view of risk informs senior decision-making and governance.
3. Ensure alignment with national cyber security and information governance standards, frameworks and accreditation requirements (e.g. NCSC CAF, DSPT) embedding these within governance and assurance arrangements, providing clear evidence of compliance, accreditation status and organisational maturity.
4. Establish and oversee organisation-wide governance, assurance and reporting arrangements for cyber security, information governance, data protection and information risk.
5. Act as principal adviser to senior leaders and elected members on cyber security and information governance, influencing policy, investment, and risk decisions.
6. Assure the protection and resilience of critical services and information assets, ensuring proportionate controls are implemented and maintained across technology and business processes.
7. Lead organisational readiness and response for cyber incidents, data breaches, and significant information governance events, ensuring coordinated recovery and learning.
8. Embed security and information governance-by-design across programmes, projects, commissioning activity and operational service change.
9. Lead strategic partnership working for LGR, collaborating with District and Borough partners to align approaches to cyber security and information governance and enable secure collaboration and data sharing.
10. Oversee third‑party and supplier assurance for cyber and information governance, ensuring risks in shared, commissioned or partner-delivered services are identified and managed.
11. Lead and develop the combined Cyber Security and Information Governance service, setting professional standards and ensuring capability, capacity and succession planning.
12. Promote organisation-wide culture and accountability for cyber security and responsible information handling, driving awareness and behavioural change at scale.
13. Hold accountability for effective resource stewardship, including budgets and investment planning, delivering value for money and measurable uplift in resilience and compliance. 
14. Coach and mentor senior leaders on their development and performance to ensure they are able to meet strategic goals and promote a culture in which coaching is accessed as a development tool to build high levels of performance across the council.
15. Create a culture that values people at every level of the organisation, modelling distributed leadership and empowering staff.

Recognising that ESCC is a large organisation with a number of over-arching priorities extending to all areas of our work, you should be aware of these Council priorities and align strategic decisions with them, proactively seeking appropriate opportunities in your work/service area, and that of others, to contribute, in consultation with your line manager; in particular, but not limited to:
· Net zero emissions targets – reduce the environmental impact of your work, and that of the services you are responsible for.
· Equality, Diversity and Inclusion – proactively contributing to an inclusive and supportive working environment.
· Making the best of our resources – always being aware of what you can do to maximise the use of public monies in the services we both commission and provide and proactively identifying areas to improve value for money wherever possible.
PERSON SPECIFICATION
Essential key skills, abilities, knowledge, experience, values and behaviours
1. Significant leadership experience in a complex business environment.
2. Proven senior experience leading cyber security and information governance functions within complex organisations.
3. Ability to influence and engage senior stakeholders, including Corporate Management Team and elected members, and communicate complex risk in a clear and accessible way.
4. Experience of developing and applying governance, assurance and risk management frameworks across large or multi-disciplinary organisations.
5. Experience of leading organisational response to significant incidents (cyber security, data breaches and/or information governance), including recovery and continuous improvement.
6. Developed understanding of cyber security, information governance and data protection requirements, and how these interrelate within a corporate risk framework.
7. Ability to operate effectively in politically aware environments, balancing organisational, national and partnership priorities, including cross-organisational working.
8. Demonstrable leadership of high-performing teams, including building capability, setting professional standards, and driving continuous improvement.
9. Financial and resource management capability, with experience of managing budgets and delivering value for money within a governance framework.
10. Ability to work with autonomy and exercise sound judgement in complex, ambiguous and high-risk situations.
11. Commitment to equality, diversity and inclusion, and the ability to foster an inclusive and high-performing working environment.
12. Demonstrate a high standard of personal and professional conduct, acting with integrity and accountability.
13. Ability to inspire and influence staff and delivery partners to engage fully with the long-term vision and purpose of the Council, and present complex information in an engaging way.
14. Ability to integrate coaching skills with leadership style to create a culture of empowered learning, motivation, and support.
15. Ability to foster a diverse and collaborative culture that is tolerant of risk and prioritises a reflective approach to service development that encourages openness, approachability and is supportive of challenge, however uncomfortable.
16. Ability to balance the political and national pressures that shape decision making, understanding the impact of these on regional partnerships across the Council.
Desirable key skills, abilities, knowledge, experience, values and behaviours
17. Relevant professional qualification in cyber security, risk, governance or related discipline (e.g. CISSP, CISM or equivalent).
18. Experience within Local Government or a regulated public sector environment.
19. Knowledge of Local Government structures and the Devolution / Local Government Reorganisation (LGR) agenda.
20. Understanding of emerging digital capabilities (e.g. cloud, AI, automation) and associated cyber and information risks.
21. Commitment to continuing professional development for self and team.
22. Willingness and ability to travel across the geography of the Council as required.
23. Ability to participate in on-call or incident response arrangements where required.
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Health & Safety Functions
This section is to make you aware of any health & safety related functions you may be expected to either perform or to which may be exposed in relation to the post you are applying for. This information will help you if successful in your application identify any health-related condition which may impact on your ability to perform the job role, enabling us to support you in your employment by way of reasonable adjustments or workplace support.
	Function
	Applicable to role 

	Using display screen equipment 
	Yes

	Working with children and/or people with care and support needs
	No

	Moving and handling operations
	No

	Occupational Driving
	No

	Lone Working
	Yes

	Working at height
	No

	Shift or night work
	No

	Working with hazardous substances
	No

	Using power tools
	No

	Exposure to noise and/or vibration
	No

	Food handling
	No

	Exposure to blood or body fluids
	No
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