EAST SUSSEX COUNTY COUNCI[image: ]L JOB DESCRIPTION
Job Title: Microsoft 365 Specialist
Department: Business Services
Grade: Single Status 12
Responsible to: Head of Infrastructure
Purpose of the Role:
The Microsoft 365 Specialist plays a key role in supporting, maintaining and improving  East Sussex County Council’s Microsoft technology environment. The role provides specialist technical expertise across enterprise Microsoft services, including Microsoft 365 technologies Active Directory, Entra ID, Exchange Online, SharePoint Online, Intune, Teams and related identity, collaboration and endpoint management services. 
Working as part of the Infrastructure service, the postholder will help ensure that Microsoft platforms are secure, reliable, well governed and effectively integrated with the wider technical estate. The role will support the day-to-day operation, configuration, troubleshooting and lifecycle management of core Microsoft services, while contributing to service improvements, technical standards and the adoption of new capabilities where appropriate.
The postholder will be expected to have strong experience of supporting Microsoft environments at enterprise scale, with the ability to diagnose complex issues, implement secure technical changes and work collaboratively with service teams, suppliers and stakeholders. Experience of technologies such as Microsoft Purview, Copilot, Copilot Studio, Power Platform or Microsoft Fabric would be an advantage, as these capabilities will form part of the role as the Council continues to develop and mature its use of the wider Microsoft 365 platform.
Key tasks:
1. Administer, support and maintain the Council’s Microsoft 365 environment, including Entra ID, Active Directory, Exchange Online, SharePoint Online, Teams, Intune, and related services.
2. Provide specialist technical support and escalation for complex issues affecting identity, messaging, collaboration, endpoint management and service integration.
3. Configure and maintain Microsoft services so that they remain secure, reliable, compliant and aligned  with organisational requirements.
4. Apply appropriate governance, security and compliance controls, working with Information Governance, Cyber Security and other technical colleagues.
5. Support the adoption of emerging Microsoft technologies, including Purview, Copilot, Copilot Studio, Power Platform and Microsoft Fabric. 
6. Support service improvements, upgrades, migrations and the controlled introduction of new Microsoft capabilities.
7. Work with service teams, suppliers and stakeholders to translate requirements into secure, practical and supportable technical solutions.
8. Provide technicial advice, guidance and knowledge sharing to support  effective use of Microsoft technologies and improve resilience within the team.
9. Monitor relevant Microsoft roadmap developments and assess their effect on services, users and ways of working.
10. Maintain appropriate technical documentation and support effective operational handover.
Recognising that ESCC is a large organisation with a number of over-arching priorities extending to all areas of our work, you should be aware of these Council priorities and proactively seek appropriate opportunities in your work/service area to contribute, in consultation with your line manager; in particular, but not limited to:
· Energy efficiency – explore ways to reduce the environmental impact and energy consumption of your work.
· Equality, Diversity and Inclusion – contributing to an inclusive and supportive working environment.
· Making the best of our resources - ensuring awareness of the impact of what you do to maximise the use of public monies.
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PERSON SPECIFICATION
Essential key skills, abilities, knowledge, experience, values and behaviours
1. Significiant experience of supporting Microsoft technologies in a large or complex enterprise environment.
2. Strong technical knowledge of core Microsoft 365  services, including Entra ID, Exchange Online, SharePoint Online, Teams and Intune. 
3. Experience of supporting identity, access management and authentication services.
4. Experience of diagnosing and resolving complex technical issues across integrated Microsoft services.
5. Understanding of Microsoft 365 administration, security, governance, and compliance requirements.
6. Ability to develop and implement secure, practical and supportable technical solutions.
7. Ability to communicate effectively with a range of people in a clear, concise and accurate manner, changing messages to suit technical and non-technical audiences and stakeholders.
8. Ability to work collaboratively, manage competing priorities and contribute to continuous service improvement.
Desirable key skills, abilities, knowledge, experience, values and behaviours
9. Relevant Microsoft or IT service management certification.
10. Experience of Microsoft Purview and associated information protection or compliance capabilities.
11. Experience of Copilot, Copilot Studio, Power Platform or AI governance.
12. Experience of Microsoft Fabric,  enterprise data platforms, Microsoft 365 migration or technology adoption initiatives.
Document version control:
Date created/amended: September 2026
Name of person created/amended document: Mike Brett
Job Evaluation Reference: 14601
Health & Safety Functions
This section is to make you aware of any health & safety related functions you may be expected to either perform or to which may be exposed in relation to the post you are applying for. This information will help you if successful in your application identify any health-related condition which may impact on your ability to perform the job role, enabling us to support you in your employment by way of reasonable adjustments or workplace support.
	Function
	Applicable to role 

	Using display screen equipment 
	Yes

	Working with children and/or people with care and support needs
	No

	Moving and handling operations
	No

	Occupational Driving
	No

	Lone Working
	No

	Working at height
	No

	Shift or night work
	No

	Working with hazardous substances
	No

	Using power tools
	No

	Exposure to noise and/or vibration
	No

	Food handling
	No

	Exposure to blood or body fluids
	No
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